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ABSTRACT 

The advanced power systems trends, which are becoming increasingly complex and scale in nature, have made 

it necessary to develop automation frameworks with high-performance and confidence for real-time monitoring, 

control, and protection. The current work is an empirical investigation of the use, performance and effect of 

automation enabled technology, namely Supervisory Control and Data Acquisition (SCADA), Phasor 

Measurement Units (PMU), Intelligent Electronic Devices (IED), Energy Management Systems (EMS), and 

AI/ML algorithms in contemporary electrical power infrastructure. We collected data over a time a period from 

2018–2023 from six geographically distributed power system zones across three continents. Through statistical 

analysis like ANOVA, regression modeling and comparative benchmarking, integrated automation shows 

improved performance in fault detection time (mean=42 ms) and increased reliability of the system (SAIDI 

reduction=45.8%) with up to 56.4% lower technical energy losses compared to conventional systems. The 

paper also benchmarks these results against existing work to validate performance improvements.  

Keywords: power system automation1, SCADA2, IED3, PMU4, smart grid5, fault detection6, energy management 

system7. 

I. INTRODUCTION 

1.1 BACKGROUND AND MOTIVATION 

The current state of power systems has come a long way since the simple radial networks of the early 20th 

century to extremely complex multiple interconnections, and multi-source grids that now span entire continents. 

The combined effects of RES integration, DG growth, and non-linear loads have substantially changed the 

characteristics of power systems [1]. Traditional protection schemes based on electromechanical relays and 

manual control are unable to satisfy the requirements of operating in real-time grid scenarios. Power outages 
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including in North America in 2003 and Europe in 2006, which in both cases were partly due to insufficient 

monitoring and slow control action, served as inflection points that sped up the deployment of digital 

automation technologies [2]. Automation-enabled monitoring integrates cyber-physical-sensing, digital-

communications, and computer-intelligence to provide millisecond-level situational awareness to electricity grid 

operator [3], enabling unprecedented fault isolation, load balancing, and stability management granularity. 

Power system failures worldwide result in an estimated annual economic cost greater than USD 150 billion, 

making automation not just a technical necessity but a critical economic and social requirement [4]. Combining 

SCADA systems, Wide Area Measurement Systems (WAMS), and AI-based predictive analytics to provide the 

cutting edge of power system intelligence– necessitates that the performance characteristics of SCADA plus 

WAM plus analytics be examined together in tightly controlled real-world pilot studies. 

1.2 SCOPE AND OBJECTIVES 

This research is empirically bounded to how automation-driven technologies have been applied during a five-

year observational period (2018–2023) in transmission and distribution networks across six power systems 

zones including the United States, Germany, China, India, Australia, and Brazil. They aim to: (i) quantify the 

performance metrics of automation technologies (detect time-scale, response time, communication round-trip 

time); (ii) statistically analyse automation impacts on fault detection efficiency, energy loss mitigation, and 

reliability (System Average Interruption Duration Index (SAIDI) and System Average Interruption Frequency 

Index (SAIFI)); (iii) assess comparative performance of harmonic automation communication protocols (IEC 

61850, DNP3, MQTT, 5G); and (iv) compare current results with peer-reviewed literature from 2014–2022. The 

research utilizes a quantitative empirical approach based on field data, utility operators' secondary datasets, and 

published IEEE and IEC technical reports, all of which can be corroborated and verified toward an 

internationally accepted power engineering standard [5]. 

1.3 SIGNIFICANCE OF THE STUDY 

This study is important for three reasons. This is important because first, it fills a much-needed empirical gap in 

the literature relative to performance under unified statistical treatment across multi-region, cross-technology 

studies previous studies are predominantly single-technology or single-region in scope [6]. Secondly it gives 

utility planners and grid operators examples and benchmarks, based on data, that can be used to evaluate capital 

investments and technology roadmaps, particularly in more fledgling economies, such as India or Brazil, where 

automation is estimated to still be implemented in under 50% of cases 7. Third, the results highlight the 

potential to directly advance UN Sustainable Development Goal 7 (Affordable and Clean Energy) through 

automation-enabled gains in efficiency through better integration of renewables while balancing grid stability 

[8]. This study presents an important empirical undergirding for strategic automation deployment, laying timely 

groundwork as power systems throughout the world prepare for the energy transition.  
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II. LITERATURE SURVEY 

The automation of power systems has been an on-going topic of academic and industrial research since the late 

1990s due to the disadvantages of conventional electromechanical protection and analogue control [10]. Taylor 

et al. The real-time continental-scale voltage stability monitoring first proved technically feasible by [3] using 

synchronized phasor measurements from PMUs distributed across the Western Interconnection of North 

America, introduced the concept of Wide-Area Control Systems (WACS). They laid the ground work for PMU 

based WAMS as a core technology for automated stability control and stated that they can measure angle and 

frequency accuracies of±0.01 Hz and±0.01 degrees respectively under IEEE with acceptable accuracy. 118. 2 

standards. The success of these early studies and deployments eventually led to many others around the world 

using WAMS. Kundur et al. The definitive classification of power system stability rotor angle stability, 

frequency stability, and voltage stability–was provided by [5] and is the basis of the taxonomy used in designing 

automated protection and control systems for transmission grids. Their analytical approach was proven out in 

the functional needs of modern emergency management systems, which developed the alarm management 

frameworks that now form the basis of the alarm management and visualization integrations now provided in 

SCADA platforms. Kezunovic et al. conducted a broad overview of the role of SCADA in substation 

automation. 4] by Kotowoswski, took the computational capacity of the RTU based SCADA systems and 

conversion to IEC 61850 GOOSE message implementation, noting the reduced time latency in fault data 

reporting from 500 ms down to less than 50 ms post conversion, to an IED integrated digital substation. The IEC 

61850 standard [9] standardized inter-device communication within substations by defining a common object 

model and communication services to eliminate vendor-specific mismatched data, allowing protective relays, 

bay controllers, and station computers to be interoperable. Terzija et al. Reference [6] presented a holistic view 

of future WAMPAC networks and argued that greater integration of SCADA, PMU, and IED into a common 

cyber-physical architecture is necessary due to the growing penetration of variable renewable generation. Their 

simulation studies demonstrated a 73% decrease in out-of-step relay misoperation by using coordinated 

WAMPAC over standalone zone protection schemes. We studied broader aspects of the smart grid presented by 

Farhangi [12] where the smart grid is viewed as a self-healing, adaptive and intelligent electrical network and 

published a listings of communication and sensing technologies to implement this vision. His qualitative study 

recognized SCADA, AMI, demand response and distributed generation management as four elements of smart 

grid structure, setting the conceptual foundations for later quantitative studies. Gungor et al studied for the 

behavior of the communication protocols. Shevkova et al. Their results demonstrated that the binary GOOSE 

messaging of IEC 61850 achieved sub-4 ms latency, which qualified it for use in protection applications, 

whereas DNP3 was still the messaging protocol of choice for polling SCADA data due to its more robust error 

recovery mechanisms. More recently, Alotaibi et al. [21] recently reported AI and ML applications for smart 

grid management, noting that detections with deep learning-based fault classifiers yielded over 98.5% accuracy 

from both the IEEE 14-bus and 30-bus test systems, clearly outperforming traditional threshold-based relays. 

Moreover, they went on to compare their results and found that compared to traditional overcurrent protection, 
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ML-augmented systems achieved a substantial 62% reduction in false trip rates, which is clearly relevant to the 

empirical outcomes of this study. Research by Li et al. Another relevant conceptualization of smart transmission 

grids is [17], which discussed a hierarchical automation architecture by suggesting field devices, communication 

networks and, decision-support systems, and proposed performance metrics such as all-availability, all-

reliability and all-security indices that have been considered in subsequent empirical studies to date, including 

the present one. Ipakchi and Albuyeh [13] reviewed the functional architecture of the future grid, suggesting 

interfaces to support low-cost installation of automation devices through trading new plug-and-play components 

through standardized data models at lower-levels in the grid. Yu and Xue [18] considered an emerging role of 

IoT and 5G in power system automation, which modeled smart grids as cyber-physical systems (CPS), and 

proposed ultra-low latency (sub-2 ms) 5G communication as a requirement for real-time phasor data exchange 

in large-scale WAMS deployments. The CPS framework that they developed is employed in the present study 

for the classification of the functional layers of the analysed automation architecture. 

III. METHODOLOGY 

The research design for this study is quantitative and within empirical terms as it is based on the collection, 

processing and statistical analysis of secondary field data from utility operators, IEEE technical archives and 

IEC-certified system audits. Researchers looked at six power system operational zones across three continents   

North America (USA), Europe (Germany), Asia (China and India), Oceania (Australia), and South America 

(Brazil)   based on geographic characteristics, the extent of automation maturity, and data availability for 2018-

2023 period. Data were collected from both grid operators completing structured technical questionnaires and 

publicly available utility reliability reports (NERC for North America, ENTSO-E for Europe, CEA for India) as 

well as peer-reviewed simulation studies for cross-validation. The five automation technologies explored, 

including SCADA, PMU/WAMS, IED-based protection relays, EMS/DMS platforms, and AI/ML-augmented 

control systems, were evaluated based on four key aspects of performance: response time (ms), fault detection 

accuracy (%), energy loss reduction (%) and reliability indicators as measured by the SAIDI/SAIFI indices. 

Measurement data were all normalized to a common per-unit scale for inter-system comparability. Data was 

collected from 2015 through 2023 from laboratory and field test reports and was restricted to align with current 

day network infrastructure where the experimental figures for the latency, bandwidth and reliability of 

communication protocol performance were sourced. 

The data analysis framework used three complementary statistical methods. One-way Analysis of Variance 

(ANOVA) was first conducted to statistically test the differences in the fault detection rates across the five 

automation methods (significant when α = 0.05) using k (number of technology groups)–1 (k = 5) and n–k (total 

observations n = 35) degrees of freedom. Second, a multiple linear regression analysis was conducted on the 

predictive relationship of five independent variables associated with the adoption of automation (SCADA 

coverage, IED deployment, PMU integration, AI/ML adoption, IoT sensor density) as well as the dependent 

variable of system reliability improvement (SAIDI reduction percentage). MODEL FIT: This was assessed with 

http://www.mjapjournal.com/


 
 

360 | P a g e   
www.mjapjournal.com  2026/MJAP/09/1030  

 

Multidisciplinary Journal of Academic Publications 

                                                ISSN (Online): 3107-538X 

Vol. 02, Issue 03, May – June 2026 

 

R², adjusted R², F-statistic and individual predictor t-statistics. Third, we performed a comparative 

benchmarking by summarizing key performance metrics from six previous empirical studies (2014–2022) 

together with the results of the current work, allowing us to track the performance evolution through a decade of 

automation development at a glance. Statistical analyses were conducted using MATLAB R2022b and IBM 

SPSS Statistics v29. 

Quality Control of the Empirical Findings There were several quality control measures to ensure that the 

empirical findings are valid and reliable. The Grubbs test was used for outlier detection (α = 0.05); two potential 

outliers related to grid cyberattack events in 2020 were excluded from the primary analyses but retained in an 

appendix sensitive analysis. Cohen's Kappa coefficient (κ = 0.84) was used to assess agreement between 

independent data coders of the structured questionnaire data, confirming substantial inter-rater reliability. The 

two models were also tested for temporal validity by splitting the dataset into pre-2021 and post-2021 subsets 

and verifying that regression coefficients were stable (p > 0.05 for coefficient change), indicating that the 

relationships among automation performance and stable performance predictors identified here were not 

spurious feature of a particular sub-period [18]. Anonymized utility operator respondents in a manner that 

satisfied IEEE data ethics guidelines and received data use permissions from all secondary source organizations 

before analysis to manage ethical compliance. 

IV. DATA COLLECTION AND ANALYSIS 

We structured the data collection along the five analytical domains consistent with the five tables shown here: 

(i) Automation Technology Deployment and Performance Basics; (ii) Fault Detection and Protection 

performance Indicators; (iii) Communication Protocol Properties; (iv) Loss Reduction and Reliability Outcome; 

(v) International Comparative Automation Adoption. The data were synthesized from four datasets: primary 

survey data (grid operator surveys, n = 42 respondents), published utility reliability indices, and peer-reviewed 

simulation studies (2018–2023). 

Table 1: Smart Grid Automation Technology Deployment and Performance Benchmarks 

Technology Application Area Response Time (ms) Accuracy (%) Deployment (%) 

SCADA Grid Monitoring 200–500 97.4 85.3 

PMU/WAMS Real-time Stability 20–40 99.1 62.7 

IED-based Relay Fault Protection 10–50 98.6 78.2 

EMS/DMS Energy Management 100–300 96.8 71.4 

AI/ML-Automation Predictive Control 5–25 99.3 44.1 

IoT Sensors Real-time 

Monitoring 

15–60 97.9 55.8 
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Figure 1: Smart Grid Automation Technology Deployment and Performance Benchmarks 

Deployment rates and operational performance metrics for six major automation technologies currently in use 

on the surveyed power systems are shown in Table 1. PMU/WAMS achieves the highest measurement accuracy 

(99.1%) and speed (20–40 ms), indicating that it is designed for real-time state estimation. Even though AI/ML-

based automation has the highest accuracy (99.3%) and control response time (5–25 ms) compared to the other 

approaches, its deployment rate is the lowest at 44.1%, which shows that despite being the most accurate, there 

are still significant cost, skill, and regulatory adoption barriers in its way. SCADA has the highest deployment 

rate as of Oct 2023 (85.3%), indicating that it has been around for decades and is the main control platform 

where it is by far the leading control and monitoring platform. IoT-based sensor networks represent a new layer 

of technology, with a deployment %, and response times ranging from 15–60 ms; the IoT-enabled sensor 

networks have yet to reach complete integration with legacy SCADA and EMS platforms. The data confirm an 

overall inverse correlation between technology maturity (deployment rate) and performance sophistication, 

which is in accordance with the technology adoption lifecycle theory [13]. 

Table 2: Fault Detection and Protection Performance Metrics by Fault Type 

Fault Type Detection Rate 

(%) 

False Positive 

(%) 

Isolation Time 

(ms) 

System Outage 

(min) 

Single-Line-to-Ground 99.2 0.4 30 1.5 

Line-to-Line 98.7 0.7 45 2.1 

Double-Line-to-Ground 97.9 1.1 52 2.8 

Three-Phase Fault 99.5 0.2 22 1.1 

Open Conductor 96.3 2.1 80 4.3 

High-Impedance Fault 91.4 4.8 120 7.6 

The fault detection performance metrics of the integrated automation protection system is presented in 6 fault 

types categorized based on IEEE and IEC fault taxonomy as reported in Table 2. Three-phase faults are the most 
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severe and electromagnetically separable events with the highest detection rate (99.5%) and short isolation time 

(22 ms), while high-impedance faults (HIFs) represent the greatest challenge, with a detection rate of only 

91.4% and an isolation time of 120 ms; these are problematic in the framework of distribution networks where 

the fault current signature is too low for conventional relays to activate. Thus, the presence of HIFs makes the 

artificial intelligence-based recognition algorithm of patterns a significant aspect needed to reliably identify 

these faults. By simply analyzing the monotonic increasing behavior of false positive rate from three-phase 

faults (0.2%) to HIFs (4.8%), it is expected to see the trade-off between sensitivity and selectivity on protection 

systems design. The outage duration due to system disturbances can vary from 1.1 minutes for three-phase faults 

to 7.6 minutes for HIFs which is one of the target areas for enhancing automation. The following results are in 

agreement with those of Alotaibi et al Ensure that you have at least some current but only use the correct tools to 

see HIF detection accuracies of 91–94% by ML classifiers on distribution networks is a challenging fault class 

[21]. 

Table 3: Communication Protocol Performance Comparison for Power System Automation 

Protocol Latency (ms) Bandwidth 

(Mbps) 

Security Level Reliability 

(%) 

IEC 

Compliant 

IEC 61850 

GOOSE 

1–4 100 High 99.8 Yes 

DNP3 10–50 10 Medium 98.5 Partial 

Modbus TCP 5–20 10 Low 96.2 No 

IEC 60870-5-

104 

50–100 1 Medium 97.4 Yes 

MQTT (IoT) 2–15 50 Medium-High 98.9 No 

5G-Based Grid <2 1000 Very High 99.6 Emerging 

In Table 3, a comparison of six communication protocols in terms of power system monitoring applications and 

requirements is presented based on the suitability of both protocols. When it comes to protection applications, 

IEC 61850 GOOSE allows sub-4 ms latency with 100 Mbps bandwidth and 99.8% reliability, the most robust 

protocol for protection applications. DNP3 and Modbus TCP are older and still widely deployed, but suffer from 

higher latencies (10-50 ms and 5-20 ms respectively) when compared to other standards, and are too weak 

without. The emerging 5G based grid communication platform, with sub-2 ms latency, 1 Gbps bandwidth and 

99.6% reliable exceeds all existing protocols on speed and capacity, but is only in ‘emerging’ IEC mode, 

meaning standardization is ongoing. Traditionally, for distribution automation and smart metering applications, 

the publish/subscribe mechanism of MQTT, which was designed for IoT environments, offers a good 

compromise of latency (from 2 to 15 milliseconds), security (medium-high), and reliability (98.9%). These 

findings are consistent with the work of Gungor et al. Pahlavan and Krishnamurthy [15] set the standard 
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protocol for substation automation by establishing IEC 61850 and expand the analysis by utilizing 5G data 

which was not available when it was published. 

Table 4: Energy Loss Reduction and Reliability Improvement by Power System Zone 

Power System 

Zone 

Pre-

Automation 

Loss (%) 

Post-

Automation 

Loss (%) 

Reduction (%) SAIDI 

(min/yr) 

SAIFI 

(faults/yr) 

Transmission (220 

kV) 

3.8 1.9 50.0 12.4 0.8 

Sub-Transmission 

(33 kV) 

5.2 2.8 46.2 34.6 1.6 

Distribution (11 kV) 8.7 4.1 52.9 78.3 3.4 

Industrial Feeder 4.1 1.8 56.1 18.7 0.9 

Rural Distribution 11.3 6.2 45.1 142.5 5.8 

Smart Microgrid 2.4 0.9 62.5 8.2 0.4 

 

 

Figure 2: Energy Loss Reduction and Reliability Improvement by Power System Zone 

Table 4 shows the pre and post-automation energy loss percentages and reliability indices for the six power 

system zones. Smart microgrids result in the most pronounced technical loss reduction (62.5% lower than 

without microgrids, from 2.4% to 0.9%), along with their lowest SAIDI indices (8.2 min/yr) and SAIFI indices 
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(0.4 faults/yr), showing the gain from localized automatic control and storage integration. While the lowest 

SAIDI post automation (142.5 min/yr) and the highest absolute loss reduction in percentage terms has occurred 

with RURAL distribution networks, the absolute age and geographic dispersion of assets severely limits the 

achievable reliability gains with automation. Among the 11 kV distribution network, it reaches the maximum 

absolute loss reduction rate of 52.9% as a contender to replace manual sectionalizers into automatic fault 

isolation and restoration (FDIR) scheme. Average reductions of 45.8% in post-automation SAIDI values are 

observed, and these are highest in industrial feeders and smart microgrids in all zones. The gap between smart 

microgrid reliability and rural distribution reliability (8.2 vs 142.5 SAIDI min/yr) suggests smart microgrids 

have significant potential to maximize automation investment in these markets, especially in developing 

markets. 

Table 5: International Comparison of Power System Automation Adoption Indicators 

Country/Region Smart Meter 

Penetration (%) 

SCADA 

Coverage (%) 

IED 

Deployment 

(%) 

SAIDI 

(min/yr) 

RE 

Integration 

(%) 

USA 82.4 91.2 78.3 89.5 22.1 

Germany 76.3 94.7 83.6 14.3 46.3 

China 95.1 88.4 71.2 52.7 29.8 

India 41.2 62.3 48.7 198.4 12.4 

Australia 68.7 87.6 75.4 38.2 33.7 

Brazil 38.4 55.8 42.1 231.6 18.9 

 

 

 

Figure 3: International Comparison of Power System Automation Adoption Indicators 
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Table 5 Automation adoption outlook in six countries with various economic and infrastructure conditions That 

is further led by higher penetration of technologies such as smart meters in specific Asian countries, such as 

China, whose national smart grid initiative and the State Grid Corporation (SGC)'s mandate for all households 

to be equipped with Advanced Meter Infrastructure (AMI) meters by 2022 have further accelerated uptake, 

reaching record penetration of 95.1% across the country. Germany leads with the highest SCADA coverage 

(94.7%) and IED deployment (83.6%), attributed to its long-standing grid digitalization roadmap and the 

German Energiewende policy framework, requiring an average depth of renewables integration (46.3 percent). 

This confirmatory finding shows that un-ammend development and investment into automation which lead to 

low automation index (smart meter penetration of 41.2% and 38.4%, respectively and SAIDI value of 198.4 for 

India and 231.6 min/yr. for Brazil  the two highest in the set) directly contribute to failure in reliability in 

emerging economies. USA shows average automation in all dimensions, with the high SCADA covering 

(91.2%) and new IED (78.3%). The data demonstrate a highly significant correlation between IED deployment 

percentage and SAIDI reduction (Pearson's r = -0.89, p = 0.018) and show that protection automation is the best 

single predictor of reliability improvement, regardless of the varying national conditions. 

V. RESULTS AND DISCUSSION 

5.1 STATISTICAL ANALYSIS 

The ANOVA and regression analyses were performed to evaluate the two main hypotheses, (H₁) significant 

difference in performance in detecting faults between the automation technologies, and (H₂) automation 

adoption variables collectively and separately predict the power system outage reduction. 

Table 6: One-Way ANOVA – Fault Detection Rate Across Automation Technologies 

Source of Variation Sum of 

Squares 

df Mean 

Square 

F-Value p-Value 

Between Methods 

(Automation Types) 

487.63 4 121.91 34.72 0.0001 

Within Methods (Error) 105.42 30 3.51 – – 

Total 593.05 34 – – – 

Correction Factor (CF) 21,048.3 1 – – – 

The ANOVA table presented in Table 6 confirmed that there was a statistically significant difference between 

fault detection rates across the five automation methods [F(4,30) = 34.72, p < 0.0001]. Because the between-
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methods mean square (121.91) is larger than the within-methods error term (3.51), it returns an F-ratio of 34.72, 

which is larger than the critical value of F₀. ₀₅(4,30) = 2.69. This outcome allows the null hypothesis (H₀: μ₁ = μ₂ 

= μ₃ = μ₄ = μ₅) to be rejected at a confidence level of 99.99%, indicating the significance of automation 

technology type as a factor in affecting fault detection performance. According to the post-hoc Tukey's HSD 

tests, AI/ML-based automation (mean detection rate = 99.3%) outperformed SCADA alone (97.4%) and 

EMS/DMS (96.8%) with high significance [α = 0.05] while PMU/WAMS (99.1%) and IED-based relays 

(98.6%) formed a statistically indistinguishable cluster. These results are in line with the nascent agreement in 

the literature that AI augmentation provides just-over-the-threshold detection improvements compared to 

classical digital protection techniques, and such performance advantages in critical grid applications justifies the 

incremental cost of ML integration [21]. 

Table 7: Multiple Linear Regression – Predictors of Power System Reliability Improvement (SAIDI 

Reduction %) 

Predictor Variable Coefficient (β) Std. Error t-Value p-Value Significance 

SCADA Coverage (%) 0.312 0.048 6.50 0.0003 ** 

IED Deployment (%) 0.274 0.061 4.49 0.0012 ** 

PMU Integration (%) 0.198 0.055 3.60 0.0041 * 

AI/ML Adoption (%) 0.431 0.074 5.82 0.0006 ** 

IoT Sensor Density 0.187 0.063 2.97 0.0142 * 

R² = 0.891, Adj. R² = 

0.874, F(5,28) = 45.74, 

p < 0.0001 

     

Table 7 shows that the multiple regression model accounts for 89.1% of the variance in SAIDI reduction (R² = 

0.891, Adj. R² = 0.874), and the overall model was highly significant [F(5,28) = 45.74, p < 0.0001]. The most 

significant influence is the adoption of AI/ML (β = 0.431, t = 5.82, p = 0.0006) for the improvement of 

reliability, then SCADA (β = 0.312, t = 6.50, p = 0.0003) and IED (β = 0.274, t = 4.49, p = 0.0012). PMU 

integration (β = 0.198) and IoT sensor density (β = 0.187) are statistically significant, but with small effects, 

indicating a relevant but marginal contribution to reliability compared to the core automation and protection 

technologies. Based on p <.05 (two-tailed) for all five predictors, this evidence supports that a holistic, multi-

layered automation architecture rather than any one technology is the best path to improve reliability. Moreover, 
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the high adjusted R² and low standard errors indicate model parsimony and stability. Variance Inflation Factor 

(VIF) values for all predictors from 1.18 to 2.34 ruled out problematic multicollinearity. 

Table 8: Comparative Benchmarking – Present Study vs. Prior Empirical Studies 

Study / Author 

(Year) 

Methodology Fault 

Detection 

(%) 

Energy 

Loss 

Reduction 

(%) 

SAIDI 

(min/yr) 

Protocol 

Used 

Kezunovic et al. 

(2014) [4] 

SCADA + IED 95.8 38.2 112.4 DNP3 

Fazio et al. (2017) 

[8] 

PMU + WAMS 97.3 42.7 89.6 IEC 61850 

Farhangi (2019) 

[12] 

AI + Grid Analytics 98.1 47.5 65.3 MQTT+IEC 

Gungor et al. (2020) 

[15] 

IoT + Smart Metering 96.9 44.3 73.8 IEC 61850 

Alotaibi et al. 

(2022) [21] 

ML + Automation 98.7 51.2 48.2 5G+IEC 

Present Study 

(2024) 

AI+IoT+PMU+SCADA 99.3 56.4 34.7 5G+IEC 

61850 

In comparison, Table 8 offers a comparison of main performance measures for the study and for five previous 

landmark studies conducted during 2014–2022. Across the end-to-end fault detection accuracy standpoint, there 

is a clear trajectory of performance improvements over the last decade of study; false detection rates increased 

from 95.8% (Kezunovic et al., 2014)to 99.3% (present work) with a margin of 3.5 with a transition from 

standalone SCADA+IED architectures to integrated AI+IoT+PMU+SCADA enabling the improved 

classification model. Energy losses Reduction increased from 38.2% to 56.4% during the same period while 

SAIDI reduced from 112.4 min/yr to 34.7 min/yr   a decrease of 69.1% that literally means runaway savings in 

billions of dollars of avoided plants outages costs yearly on industrial scale. The most pronounced jump in 

performance between Farhangi (2019) and Alotaibi et al. (2022), with the wide-scale use of ML-based fault 

classifiers and a 5G communication infrastructure. The superior performance of the present study across all four 

benchmarking dimensions can be justified with (1) the use of 5G+IEC 61850 as the communication backbone, 

(2) AI-augmented protection, and (3) IoT-based field sensing. Which are in accordance with the theoretical 
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curve of Terzija et al. The practical realization thus of that framework however across the past decade validates 

the WAMPAC vision paper [6]. 

5.2 CRITICAL ANALYSIS AND COMPARISON WITH PAST WORK 

The comparison of our current findings with previous literature highlights both similarities and important 

disparities. In terms of accuracy on fault detection, the 99.3% overall rate achieved in this study is similar to that 

published by Alotaibi et al.. (2020) ML-based result (98.7%) [21] and outperform all other previous studies 

indicating the small but significant performance improvement possible through AI incorporation. Yet, the 

detection rate of HIF from this study (91.4%) highlighted an outstanding challenge not fully addressed in the 

previous efforts: Kezunovic et al. [4], Fazio et al. [8], and Gungor et al. In addition, [15] all stated HIF detection 

as a 'known challenge' with no field-validated solutions therefore the present data confirm that this challenge 

remains or is unresolved despite advances in technology. This indicates a research gap call for specific and 

devoted research funding for the research of advanced signal processing and deep learning techniques for HIF 

detection in the noisy distribution environment. 

The energy loss reduction results 56.4% in the current study compared to 38.2%–51.2% in previous work 

demonstrate the synergetic advantages of stacking multiple automation layers. Owing to this, methods of 

Farhangi [12] and Gungor et al. While [15] focused on single technology contributions, the 

AI+IoT+PMU+SCADA architecture examined in the present study captures synergistic effects that single-

technology studies inevitably underestimate. This methodological difference accounts for ~5–8 points in the 

performance gap between this study and its most recent predecessors. Our demonstration of the automated 

reliability benefit is macro-level evidence of reliability impact outpacing projections as seen in the substantial 

SAIDI reduction from 112.4 min/yr (Kezunovic et al., 2014) to 34.7 min/yr (this study), far exceeding the 

simultaneous projections of a 50 min/yr max achievable SAIDI for fully automated grids by 2025 made as early 

as 2005 by Massoud Amin and Wollenberg [14], and which this study achieves 3 years in advance of schedule. 

Additional regression results build off earlier analyses: Alotaibi et al. While [21] qualitatively described AI/ML 

accuracy improvements, the current study quantifies the specific regression coefficient of AI/ML adoption (β = 

0.431) in comparison to SCADA (β = 0.312) and IED (β = 0.274), representing the first empirically calibrated 

comparative weighting of automation technology contributions to reliability improvement. This result has 

immediate operational relevance to utility planners attempting to allocate scarce capital budgets across a range 

of competing automation investment choices. The international comparison (Table 5) significantly contributes to 

a notably missing cross-national aspect from prior studies, demonstrating that the technology-reliability 

relationship determined by regression analysis demonstrated cross-national applicability across various national 

infrastructures despite considerable baseline differences including implications for available infrastructure 

maturity, regulation, and economic resources. 
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VI. CONCLUSION 

This empirical study delivers a systematic, data-driven evaluation of automation-based monitoring, control, and 

protection technologies in modern power systems, based on multi-region field data from six countries over 5 

years (2018–2023). Our results demonstrate that integrated automation architectures (containing SCADA, 

PMU/WAMS, IED-based protection, AI/ML algorithms, and IoT sensing connected via IEC 61850-compliant 

and 5G communication networks) yield statistically significant gains in fault detection (99.3% improvement), 

power loss (56.4% improvement), and reliability (SAIDI: 34.7 min/yr) compared with conventional and 

partially automated systems. ANOVA analysis shows that type of technology is a significant predictor of fault 

detection performance (F(4,30) = 34.72, p < 0.0001), whereas multiple regression identifies AI/ML adoption (β 

= 0.431) as the highest single predictor of reliability improvement, followed by SCADA coverage (β = 0.392), 

and IED deployment (β = 0.1). An analysis comparing the results of the present study conforming to a unified 

multi-technology framework against a decade of earlier studies show the resulting performance improvements to 

be unprecedented across all prospects. Research Gap: High-impedance fault detection (91.4%) is the most 

prominent unsolved technical issue that needs focused research in distributuion protection using AI. The global 

comparison reveals a considerable automation investment gap in emerging economies (India: SAIDI = 198.4 

min/yr; Brazil: SAIDI = 231.6 min/yr) that represents a risk to the reliability of current systems, but also an 

opportunity to selectively modernize national infrastructure. Future studies should discover cybersecurity 

hazards in 5G-connected grid automation, adaptive protection strategies for high-renewable grids, and cost-

benefit optimization frameworks for sorting automation funding in low-income power markets. 
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